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dataVault Service Overview

“The number of companies that don't back up to a remote site is alarming”

GARTNER, Inc.

Statistics relevant to small business data protection services:

· At least 94% of all surveyed PC users have experienced at least one significant data loss, on average, once a year

· Less than 1% of companies perform daily data backups

· Only 20% of businesses that backup their data have it stored offsite

· An estimated 80% of companies are not prepared to keep their business running in the event of a disaster

· Of the companies that lose their data in a disaster, 90% are out of business within two years

SOURCES:  CBL, Gartner Research, Meta Group, SunGard Data Systems

Global Data Vault Corporation (GDV) is committed solely to providing small businesses with a reliable data protection service.  GDV’s service enables businesses to enjoy the peace of mind that results from knowing that critical data is safe and available when needed.

GDV’s data protection service, though versatile and useful in many larger environments, is most typically employed in small businesses with one to one hundred employees.  Companies of this size, more than any other category of business, are highly vulnerable to the damaging and possibly fatal effects of data loss.  GDV’s service, marketed as dataVault, eliminates this vulnerability in a way that is extremely cost effective for small businesses. 
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Introducing dataVault

dataVault is a “client-server” application (7MB in size) that allows a user to easily select important data for backup, schedule data backup sessions, and restore data with only a few mouse-clicks.  Users may backup multiple computers and may maintain multiple backup sets and schedules.  The application provides a complete array of options that enable the user to fully configure functionality to the user’s specific backup requirements.

Screenshot of the Main dataVault backup screen
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Installing dataVault

dataVault can be easily downloaded and installed directly from www.globaldatavault.com.  Assuming a low-level broadband or better connection, registering for, downloading, and installing dataVault requires fewer than fifteen minutes to perform.  This process creates the user’s private storage folder on GDV’s secure storage server.   This private storage folder is protected by encryption and the user’s User Name and Password.  

Optional Security beyond the User Name, Password, and Encryption:  Users also have the option of choosing a "Secret Encryption Key" to be applied to their encrypted data. This is an additional level of security that gives password protection to the actual encryption process. This functionality operates in addition to the normal User Name and Password assigned to the user’s account. Users choosing to apply this functionality need to be aware that they must have their Secret Key in order to restore their data. Possessing the Username and Password will not be sufficient in this case to restore data. In addition, GDV keeps no records of Secret Keys. Loss of a Secret Key will result in an inability to recover data.
An easy-to-follow wizard leads the user through simple installation steps and dataVault can be installed either as an application or a service, depending on the requirements of the user’s computing environment.  Technical support from GDV is free of charge.

dataVault is compatible with the following operating system environments:  Windows 9x, XP Home, XP Professional, NT 4.0, 2000 Server and Professional, 2003 Server, and Novell Netware.

Once installed, dataVault requires little to no network configuration in order to establish a network connection to the secure storage server.  dataVault utilizes Port 308 for communication, thus some hardware or software firewalls may need to be configured to allow traffic.

Once dataVault is installed, the user can easily navigate the Windows Explorer-type environment to select entire drives or folders, or singular files for backup.  Data that is selected for backup is clearly notated by a checkmark.  A wizard is available for scheduling automatic data backups, which may be configured to occur as frequently as hourly.  Most users choose to schedule backups on a once per night basis, but scheduling more frequent backups for more highly critical data is simple.

The user may also configure filters designed to automatically include or exclude all files with particular file extensions (.mp3, .jpg, etc).  For instance, a filter may be configured to automatically include all MS Word documents in the backup, or to exclude all .mp3 files from the backup.

The user may configure tools within dataVault, which allow the user to execute other programs or actions in conjunction with a backup.  For example, a tool may be configured to close all open programs on the computer prior to performing the backup.

Performing Backups with dataVault

Once dataVault is installed and the user’s data is selected, backups may be performed manually by clicking the Backup Now icon in the main screen of the application.  However, most dataVault backups are performed according to the schedule configured by the user.  Should the user’s Internet connection be unavailable or down during the scheduled backup session, dataVault will retry the connection twelve times until successfully connecting to the secure storage server.  The number of retries may be increased by the user.  dataVault does not need to be open to backup on schedule.

During the first backup of a file, dataVault compresses a full copy of the file, encrypts the compressed file with a 448 BIT “Blowfish” encryption algorithm, and transmits the compressed and encrypted file to the user’s private storage folder on GDV’s secure storage server.  During ensuing backups of the file, if the file has not changed since the previous backup it will be skipped during the backup procedure as “unchanged.”  If the file has changed since the previous backup, dataVault will detect the location of the change and backup this “patch” within the file (the “patch” will be compressed and encrypted prior to transmission).  dataVault retains changes to the file as distinct historical versions of the file.  Typically, “patch” processing for a changed file requires significantly less time than the original full backup of the file.

More about “Patch” Processing

dataVault uses FastBIT™ technology to perform “patch” processing on backed up files.  FastBIT™ is truly the core technology behind dataVault. The patching process compares two different versions of the same file and extracts the differences between the two files. When the differences are extracted from the two files, they are saved into a new file and compressed into what is known as a Patch. The patch file is often 85% to 99.9% smaller than the original file from which it was extracted.

The FastBIT™ patching process manipulates files at the binary level.  Different types of files will yield different FastBIT™ patch sizes based on the binary organization of the file.  The following FastBIT™ statistics illustrate this point further:

	File Type
	Original File Size (in bytes)
	Change Description
	Changed File Size (in bytes)
	Patch Size (in bytes)
	Size of patch compared to size of changed file

	Windows BMP (8-bit)
	307,514
	Added text to center of image
	308,278
	2,615
	.85%

	Microsoft Word v7.0
	431,616
	Copied text from middle and pasted at end
	448,512
	13,598
	9.4%

	Microsoft Excel v7.0
	108,544
	Inserted new worksheet; created basic calculation and added 3D Bar-Graph
	114,176
	5,915
	5.18%

	Microsoft Access v2.0
	1,802,240
	Added 3 new records
	1,802,240
	5,700
	.32%

	Intuit QuickBooks
	1,265,664
	Paid 4 bills and added 2 invoices
	1,301,504
	8,074
	.62%

	Photoshop File
	515,473
	Added new layer and added text to new layer
	524,769
	4,480
	.85%

	Plain Text File
	37,084
	Added text to beginning, middle and end of file
	39,123
	1,285
	3.28%


The chart demonstrates that typical changes made on over 4MB of business data are compressed into Patches that total less than 1% of the size of the changed files.  This minimizes bandwidth requirements for backup and reduces storage costs.

Restoring Data with dataVault

Users may use dataVault to restore data to the original computer or to any other computer at any time.  By default, dataVault provides users access to 14 historical versions of stored data, and longer archive windows may be configured upon request.  By opening dataVault on the original computer, or by installing dataVault and entering the account User Name and Password on a different computer, a user may easily restore lost data by clicking on the Restore Tab in the application.  Data may be restored at any level: drive, folder, or file.  Additionally, the user may choose for dataVault to rebuild the original folder hierarchies (paths) or to restore the data without original hierarchies to a temporary folder.

Screenshot of a data restoration in dataVault
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Online Restore 

An additional important Restore feature of dataVault is Online Restore.  Online Restore gives users access to the most recent version of backed up data through a web interface.  From any internet connection in the world, a user may access backed up data simply by entering the account User Name and Password on www.globaldatavault.com
Screenshot of a data restoration using Online Restore on www.globaldatavault.com
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Reporting

dataVault users have access to complete logs of backup activity which report the success (or failure) of each backup session.  Additionally, dataVault’s Event Manager reports to the user any backup sessions that have become overdue, such as when the user may have turned the computer off during the scheduled backup time.

Screenshot of dataVault Event Manager
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Users may easily configure dataVault to email reports to any destination email address for the following conditions:

· After every backup

· Only when a warning or error occurs during the backup

GDV Technical Support will also contact users when errors are detected in backup activity.

GDV Secure Storage Server

dataVault users’ data is stored in private storage folders on GDV’s secure storage server, which resides in a state of the art data center facility.

GDV’s secure storage server is comprised of the following key elements:  

· Processing cluster

· Storage arbitrator

· Primary arrays

· Replication server

· Secondary arrays

Processing Cluster

The processing cluster is comprised of multiple high-performance IBM X-Series servers networked in a load-balanced configuration.  The processing cluster manages hundreds of simultaneous, in-bound backup and restore requests from users all over the world.  Should one server fail while processing in-bound requests, the processing cluster will “fail over” to another server without an interruption in service.

Storage Arbitrator

The storage arbitrator is a high-performance IBM X-Series server that receives backup or restore requests from the processing cluster and performs disk writes on the primary arrays.

Primary Arrays

The primary arrays are state of the art IBM storage arrays which store users’ private storage folders.  The arrays are configured in RAID5 and possess Hot Swap and Parity drives to ensure array health in the event that a singular drive fails.

Replication Server

The replication server is a high-performance IBM X-Series server configured with industry-leading DoubleTake replication software.  The replication server mirrors every user’s private storage folder to the secondary arrays in real time, ensuring data availability in the unlikely event of a major hardware failure.

Secondary Arrays

The secondary arrays are state of the art storage arrays which store real time mirror images of every user’s private storage folder.

GDV’s secure storage server is protected by industry-leading Cisco firewalls, as well as enterprise class virus protection software.

Data Center

GDV’s secure storage server resides in a state of the art data center facility in Denver, Colorado.
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Photo of data center

Security features of the facility include:

· Halon fire suppression system

· Diesel generator backup power supply

· Full systems redundancy, including redundant network connections from Tier One providers

· Cypher-locked doors, access restricted to authorized personnel

· 24 X 7 on-site systems administration

· Climate controlled environment

· Surveillance

· HP OpenView systems management

Upgrades to the dataVault Data Protection Service

GDV is committed to continually upgrading the dataVault service, including the user application and the GDV storage infrastructure.  Upgrades to the application are included in the cost of the service and are released to users as they become available.  Upgrades are automatically applied to users’ accounts and do not require more than minimal involvement by users to take effect.

Global Data Vault Corporation Contact Information:

Website Address

www.globaldatavault.com
Mailing Address

P.O. Box 1467

Durango, CO  81302

Physical Address

1015 ½ Main Avenue, Suite C

Durango, CO  81301

Technical Support Contact

1-888-861-3040 Option 2

support@globaldatavault.com 

Sales Contact

1-888-861-3040 Option 1

sales@globaldatavault.com
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